
Just between us
Though patient confidentiality is the bedrock of any
patient doctor relationship certain situations may arise
that test this tie
By Dr MILTON LUM

TRUST is the basis of the patient doctor
relationship It allows patients to share
important and sensitive information

with the doctor to enable the latter to provide
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appropriate care for the patient The absence
of this trust is akin to someone doing surgery
with only one hand
The patient has a right to expect non dis

closure of personal information obtained dur
ing the course of a doctor s professional
duties unless consent is given The profes
sional duty of confidentiality covers not only
what a patient may reveal to a doctor but also
what the doctor may independently conclude
or form an opinion about
Doctors cannot divulge a patient s medical

condition even to the latter s closest family
members without consent no matter how
much they may want to In complying with
this duty doctors sometimes face tricky situa
tions as the duty of confidentiality is not
absolute There are situations when it can be
legally and ethically breached
This is evident from the complaints

received by regulators from individuals and
organisations which are sometimes pub
lished in the media This article seeks to pro
vide an understanding of patient confidential
ity and the situations that sometimes pose
challenges both to patients and doctors

Legal position
The right to privacy is entrenched in and

protected by international human rights laws
e g Article 12 of the Universal Declaration of
Human Rights Many countries e g Hong
Kong Australia New Zealand Canada and
those in the European Union have enacted
data protection legislation
The Federal Constitution does not expressly

provide for the right to privacy However this
right is provided for in limited circumstances
in the Penal Code Private HealthCare
Facilities and Services Act 1998 and its
Regulations 2006 Communications and

Multimedia Act 1998 and the law of confi
dence
The Private HealthCare Facilities and

Services Regulations stipulate that the licen
see holder of certificate of registration or per
son in charge of a healthcare facility e g hos
pital clinic shall be responsible to safeguard
the information on the patient s medical
record against loss tampering or use by unau
thorised persons
The Malaysian Medical Council MMC has

specific provisions for confidentiality A doc
tor who has been found guilty of a breach of
confidentiality after an inquiry will be subject
to disciplinary punishment provided for in
the Medical Act

Doctor s responsibilities
The doctor s responsibilities are set out in

the MMC s Code of Professional Conduct
which states A practitioner may not improp
erly disclose information which he obtained
in confidence from or about a patient
This is amplified in the MMC s guidelines

on Good Medical Practice and Confidentiality
which affirms the patient s right to expect

confidentiality unless consent is given
The principles in the MMC s guideline on

confidentiality are
a When a practitioner is responsible for

confidential information the practitioner
shall ensure that the information is effectively
protected against improper disclosure when it
is disposed of stored transmitted or received

b When patients give consent for disclo
sure of information about themselves the
practitioner shall ensure that they understand
what will be disclosed the reasons for disclo
sure and the likely consequences
c The practitioner shall ensure that

patients are informed that information about
them is likely to be disclosed to others
involved in their healthcare and that they
have the opportunity to withhold permission
d The practitioner shall respect requests by

patients that information should not be dis
closed to third parties except in exceptional
circumstances for example where the health
or safety of others would otherwise be at seri
ous risk
e The practitioner shall only disclose such

relevant confidential information for a specific
purpose
f Any information given to healthcare pro

viders or any concerned third party is done on
the understanding that it is given to them in
confidence which must be respected
g The practitioner shall anonymise data

where unidentifiable data will serve the pur
pose
h The practitioner shall seek patients

expressed consent to disclosure of informa
tion where identifiable data is needed for any
purpose other than the provision of care or
for clinical audit save in the exceptional cir
cumstances described in this guideline

i Any disclosure of confidential information
shall be in accordance with the requirements

of statute and common law
j If a practitioner decides to disclose confi

dential information the practitioner must be
prepared to explain and justify the decision
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These principles apply in all circumstances
The doctor s duty of confidentiality exists

not only within the patient doctor relation
ship but also after the death of the patient

Confidentiality is not absolute
The duty of confidentiality is not absolute

There are situations where the patient s
expressed consent is not required for disclo
sure of confidential information e g disclo
sure to other members of the healthcare team
managing the patient s condition disclosure
in the patient s medical interests disclosure
where a patient may be a victim of neglect or
abuse disclosure in the public interest and

disclosure to protect others
Disclosures required by law or in judicial or

other statutory proceedings do not require
the expressed consent of the patient
However the doctor can only disclose so
much as is relevant
Doctors who disclose patients confidential

information have to be prepared to explain
and justify their decisions

Breach of confidentiality
Confidentiality is breached when there is

disclosure to a third party of information
leamt in the course of the patient doctor rela
tionship without the patient s consent or
court order Confidentiality is also breached
when there is disclosure by other staff partic
ularly in healthcare facilities other than clin
ics e g hospitals
It is immaterial whether the disclosure is

oral or written by telephone or fax or elec
tronic e g e mail or short message service
sms
Breaches of confidentiality can have an

impact on a patient s personal and social life
as well as employment The impact is greater
in the case of disclosure of psychiatric condi
tions and serious communicable diseases like
HIV AIDS

Disclosure to employers insurance
companies and other third parties
This situation is often a bone of contention

between patients unions employers and doc
tors

Doctors are guided by the MMC s guide
lines which state
a Where practitioners have contractual

obligations to third parties such as companies
or organisations they must obtain patients
consent before undertaking any examination
or writing a report for that organisation
Before seeking consent they must explain the
purpose of the examination or report and the
scope of the disclosure Practitioners should
ensure that the final reports are shown to the
patient and the patient s consent is thereafter
obtained before submission and that the cop
ies of reports are given to the patient upon
request
b A practitioner must ensure that his or her

relationship with third party payers or man

aged care organisations do not contravene the
principles of confidentiality
c Expressed consent is required before the

disclosure of any identifiable condition
Doctors comply with this guideline in the

majority of situations when the patient s con
sent is given at the time of consultation or
admission to a healthcare facility
It is invariable that patients give consent to

disclosure for the purposes of payment for
medical expenses incurred During my years
of private practice I have found that almost
all patients have the attitude that they do not
mind any disclosure as long as their medical
expenses are covered There is invariably no
concern about other secondary uses of the
information provided even when they are
informed about this possibility
Challenges arise when the doctor receives a

consent form signed by the patient after the
patient has left the premises Doctors usually
attempt to contact the patient but this is not
always possible When there is no doubt about
the authenticity of the patient s consent dis
closure is usually made The information given
is usually only that which is necessary for a
specific purpose which is often the processing
of a claim for medical expenses The disclosure
is made on the basis that the recipient will
utilise it for a specific purpose only and that
confidentiality will be respected
Difficulties arise when the employer insur

ance company or managed care organisation
seeks additional information for various rea
sons The claim may be for medical expenses
not covered by the third party the bill may be
beyond that permitted by the patient s policy
and occasionally there may be dispute about
the treatment given to the patient
The request for additional information is

made either to the health facility or doctor
Where the request is made to the doctor dis
closure is made after the doctor has taken
steps to confirm that the patient has given
consent for disclosure of the additional infor
mation sought There have been reports that
disclosures have been made by the medical
records department of healthcare facilities
without reference to the doctor concerned

Role of patients
All patients have to remember that it is

their right to confidentiality of their personal
medical information Prior agreement with
employers about the scope of personal medi
cal information required for employment and
payment of medical expenses would be useful
in averting problems later on
It is crucial to check before consenting and

signing any form permitting disclosure of per
sonal medical information and to ask the
attending doctor what will be disclosed One
should ask to see the doctor s report prior to
it being sent to the employer insurance com
pany or managed care organisation It would
also be useful to ask for a copy of the report
and keep it for future reference
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Some employers and doctors may not view
such approaches positively However patients
should be firm on not having their rights dis
regarded
If there is any breach of confidentiality the

healthcare facility should be reported to the
Ministry of Health and the doctor to the
MMC

Role of healthcare
facility management
The medical records of patients are handled

not only by doctors but also by other staff
particularly in larger healthcare facilities like
hospitals The licensee holder of a certificate
of registration or person in charge and the
management of healthcare facilities have a
duty under the Private Health Care Facility
and Services Act and its Regulations to ensure
the security and confidentiality of medical
records of patients
It would be prudent for all healthcare facili

ties to have a confidentiality policy to ensure
that there are appropriate security measures
in place to safeguard patient information and
that it continuously improve confidentiality
and security procedures governing access to
and storage of personal information
While doctors nurses and other healthcare

professionals are taught about confidentiality
in their training there may not be the same
emphasis in the training of other staff As
such the licensee holder of a certificate of
registration or person in charge and the man
agement of healthcare facilities have to
ensure that all their non medical staff must
understand that they have the same duty of
confidentiality as doctors have
Where electronic medical records are used

the licensee holder of a certificate of registra
tion or person in charge and management of
the healthcare facility must ensure that there
are protocols and procedures in place for the
documentation maintenance and disclosure
of patient information in accordance with the
MMC s principles of confidentiality This is
particularly so during the transition from
paper to electronic records Access and
authorisation processes are essential to
ensure that only legitimate users have access
to the medical records and that each user has
the appropriate level of access Audit logs
read only formats regular back ups and virus
protection are necessary
Some hospitals store some of their patient

medical records off site The hospital s licen
see or person in charge and the management
has to ensure that there is sufficient security

for the maintenance of the confidentiality of
the medical records stored in this manner

Role of payers
Payers may be employers insurance com

panies or managed care organisations Their
management and staff have to always
remember that patient information is given to
them for a specific purpose usually for pay
ment of their staff medical expenses and fit
ness for employment
Such information should be treated in the

same manner as other confidential informa
tion of the organisation and its security
should not be compromised Patient informa
tion should not be used for other purposes e
g termination of employment adjustments of
salaries and other benefits

Role of unions

Unions have a vital role to play in ensuring
that patient confidentiality is not compro
mised They have to educate their members
on their right to confidentiality and to be dis
cerning when signing any form given to them
They should be concerned about the content
of the patient information disclosed to third
party payers for medical expenses and
employment
They have an important role to play when

negotiating terms and conditions of service
with employers There is a need for them to
secure employer agreements that ensure
patient information of their members will be
used solely for specified purposes The patient
information provided by doctors and health
care facilities should always be kept confiden
tial in a secure environment

Conclusion

Patient confidentiality is a sine qua non for
good medical practice Appropriate care can
only be provided if patients are assured that
personal information is kept confidential The
provision of healthcare in the current health
care setting involves not only doctors but also
nurses and other healthcare professionals
Everyone involved in the provision of

healthcare has a role to play in ensuring
patient confidentiality Ultimately patients
should take charge by insisting on their right
to confidentiality
Dr Milton Lum is member of the board of

Medical Defence Malaysia This article is not
intended to replace dictate or define evaluation
by a qualified doctor The views expressed do
not represent that of any organisation the writer
is associated with
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